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Deep fake - onpenenenHmne

% o8 BN & R
Buaeo Ha yoBek, YneTo TAN0 U/mnam anue ca ANrMTanHoO U3rpageHu, Ha
6a3a aHa/ M3 Ha NPeaXoAHU UCTUHCKU BUAEA U CHUMKMW, KaKTO U rnac,
M3M0/13BaHN HENPABOMEPHO 3a pa3npocTpaHeHne Ha dpalmBa

MHPOpMaUmA.

A video of a person in which their face or body has been digitally
altered so that they appear to be someone else, typically used
maliciously or to spread false information

Oxford Languages https://languages.oup.com/google-dictionary-en/



https://www.google.com/search?client=firefox-b-d&q=digitally&si=AMnBZoFEI0LGJdD1jElhAGFwRnmoB_0IIuBZjdRYXW5kvxhtEu1RYg7RU4fSrhSP8KML6rABnO_ixvMe0JnkTU-_Frhxdl0cPQ%3D%3D&expnd=1
https://www.google.com/search?client=firefox-b-d&q=maliciously&si=AMnBZoG9fGMZkoPgk-g4eVoaZFdE0VyBT1HKs6zRrNgVnd6wkr_I-1Hu9CoFxA_unNoeJTtZ4j4SVqTllrBHXMqSNVLNVyMMJyBmEvLLHyUqtuOsK8DhM24%3D&expnd=1

KakBo e TOBa”

* TepomuHvm ,,deepfake” e cb30adeH om dymume ,,deep learning” u
Jake”

e 1bnb6oKOTO 0bYYEeHME e BUA MaLLMHHO 0byvyeHune, 6a3mpaHo Ha
N3KYCTBEHU HEBPOHHU MPEXKIN, KOUTO Ca BABXHOBEHM OT YOBELLKMUSA
MO3bK. MeToabT ce M3nos3Ba, 33 4a Hay4Yn MaLUMHUTE KaK Aa ce yyaT

OT ro/IEMM KONNYECTBA AAaHHU YPE3 MHOTOC/IOMHU CTPYKTYPU OT
anNropuTMMm. ) T— -

A Face Detection 4 Eye Detection

& Smile Detection

s -\



Deep fake — Kak paboTmn?

Mark Zuckerberg deepfake
CHumka: Flickr/Budiey



Deep fake — Kak paboTmn?

Traming

Z : // Real

Sample

e

(?H Generator G

S

Discriminator D

/" Real/Fake?
Generated S/

Sample

Standard GAN architecture.
CHumka: Wikimedia Commons/2¥iNin-0T¥i

DF nsnonsea n Generative Adversarial Networks (GAN). GAN oby4yaBaT ,reHepaTtop” Aa cb3aaBa
HOBM M306parkeHns OT IATEHTHOTO NpPeACTaBAHE HA U3XOAHOTO U300paXkeHmne U
L»ANCKPUMUHATOP®, 33 Ja OLLEHABA peasiM3ma Ha reHepupaHuUTe maTepuanu.



[Tloymepn oT n3non3BaHeTo Ha DF B Ha4anoTo
Ha BOMHAaTa Ha Pycuna B YKpanHa

Showing now | News

Matt Hancock clashes
with reporter during
podcast appearance

Watch: Mexico
explosion that injured

l .\1)]':'"“ l )‘4: \"" tv : 3 :\k dozens caught on

CCTV

Deep fake shows Paris B = ——

.| surrender 13,000

being hit by Russian airstrikes S| e veron

B Climate activist hangs
from Adelaide bridge
during XR protest

P 51 o) 0002/ 0045

Kate Gill | 1 year ago f ¥ X

Deep fake capturing Paris being hit by airstrikes shared by Ukrainian
minister




[Tomepn oT M3noa3BaHeTo Ha DF B Ha4anoTo
Ha BOMHAaTa Ha Pycuna B YKpanHa

Manipulated images

’f
el

INFINE
P> P| ) 030/148

Deepfake of Zelenskyy Tells Ukrainian Troops to ‘Surrender’
nspe. Inside Edition @ w
me 11.7M subscribers Iﬁ 80K Gy A} Share

3.8M views 1 year ago



[Tloymepn oT n3non3BaHeTo Ha DF B Ha4anoTo
Ha BOWMHAaTa Ha Pycma B YKpanHa

f ¥ \ The deepfakes in the disinformation war

This screenshot of the video address the Kremlin released on February 21. Notice the crisp detail around Putin's collar and head — details that are
blurred or irregular in the deepfake Image: Kremlin



3aKOHOAaTe/NIHa PaMKa

* KoHrpecot Ha CALLL obmuncna ogobpeHneTo Ha 3aKOHAa 3a OTYETHOCT 3a AbNOOKMK
dbanwmndunKaTn, 3aKOHONPOEKT, KOUTO MMa 3a uen ,,60pba c pa3npocTpaHeHUe Ha
Ae3nHPopmaumna Ypes orpaHMYeHns BbPxXy AbO0OKO ganmmsaTa TeXHON0rmA 3a
NPOMsAHa Ha BMAeO". 3aKOHOMPOEKTHLT Npeasiara MU3NCKBaHMA 3a Pa3KpUBaHe U
BOAEH 3HAK 3a Cb3AaTennTte Ha paanBmM BUOEOKINNOBE N YCTAHOBABA
HaKa3aHuAa (robu n go 5 roaMHM 3aTBOP) 3a T€3M, KOUTO HE OTrOBapPAT Ha Te3un
M3UCKBAHMUA.

* B Hayanoto Ha 2022 r. KutacKkaTa gbprKaBHa MHTEPHET UHPOPMALMOHHA
cnyxkba craptvpa ,Pasnopeabu OTHOCHO aAMWUHUCTPUPAHETO Ha UHTEPHET
MHOOPMALMOHHN YCNIYTU 33 AbNOOK CMHTE3", NPOEeKT Ha pa3nopenbun 3a AbnOOKK
danwmndmuKkaumm n Apyro N3KyCTBEHO reHepUpPaHoO CbabpPHKaHMUE.

* EBpONEenUCKUAT napaameHT NpomeHn 3aKoHa 3a umbpoBuTe ycayru, 3a aa
HA/N0XW N3NO0N3BAaHETO Ha eTUKeTH BbpXy deepfake Buaeoknmnose. 3aKOHBT 33
uMdpPoBUTE yCNyru e Bnese B cuna ot 1 aHyapu 2024 .



KakBO HM O4YaKBa M KaK Le ce cnpaBum?

'‘Deepfake is the future of content
creation'

 ObyyeHme Ha KomntoTpuTe Aa
Pa3nn4yaBaT n3nos3saHe Ha DF
TexHonormmTe

* 33 KOHOAAaTE/THN MEePKU

* ObyyeHmMe Ha XxopaTa M BUCOKA

MeaNMNHA FTPaMOTHOCT o
MEATAN 20—
-&

ORINEC

-&

* U3nonssaHe Ha blockchain
TexXHO10Tuun

iz

108 Zolk E2l"| =2

MBN

| South Korean viewers were told in advance about the deepfake Kim Joo-Ha, pictured here
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* Kapakonesa, M. KakBo npescrasnnaBa TexHonornata deepfake n kak
pabotn?, ﬂmpkep.Gr https://lider.bg/kakvo-predstavlyava-tehnologiyata-
deepfake-i-kak-raboti/

 Gill, K. Deep fake capturing Paris being hit by airstrikes shared by Ukrainian
minister, The Indipendent
https://www.independent.co.uk/tv/news/ukraine-paris-bomb-deep-fake-
2034714.html

e Baig, R. The deepfakes in the disinformation war, DW,
https://www.dw.com/en/fact-check-the-deepfakes-in-the-disinformation-
war-between-russia-and-ukraine/a-61166433

* Dibushman, B. 'Deepfake is the future of content creation’, BBC,
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bnaronapa 3a BHMMaHMETO!




